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Huepounvia : 21.10.2020
Ap. Mpwrok : ®/A17/10916
Ap. Mpooopdg : 43.1

AIEYOYNZH AIOIKHTIKHZ YNHPEZIAZ
YmodielBuvan AloikntikoU, TpApa OikovopikoU, Fpageio Mpoundeiwy
MAnpogopics : ka. Toepté Zraupouha ThAépwvo 27310 - 21031, Pag 27310 - 93164, mailto:promht@hospspa.gr

Oéua: MpdokAnon EkdAAwong evdiagépovtog.

NnPOx

KAGE ENAIAGEPOMENO

Ze ektéAean Twv: a) n utr ap. 503 pe AAA: WINH246907H-OKY Amégaon Aloikitpiag & B) o1 utr’ ap. 182 pe AAA:
W90246907H-N\43, 182.1 pe AAA: QOM246907H-AMI, 204 pe AAA:69XI46904A-AXl Amopdaoelg Aéoueuong
MioTwong 70 . N. Aakwviag — N. M. Zmaptng mpoBaivel aTn dievépyeia TPAOKANONG ekONAWONG EVOIAPEPOVTOG,

yia TV avavéwaon TTakETWV Aoyiopikou TrpoaTtaaiag amd 1oug CPV: 48760000-3.
TEXNIKH MEPIFPAOH

YTootpign yia Tig €€AG TTAATQOPUES AEITOUPYIKWY CUCTNHATWY:
- Microsoft Windows 7, 8, 10

- Microsoft Windows Server 2008(R2), 2012(R2), 2016

- Linux pe kernel 2.6.x ka1 vedtepa

-Mac OS X

- Android 5 1 vedtepo

AuvarétnTa eEaywyng eviaiou TTAKETOU pE TO TTPOYPANA TTPOCTAdIAg, GUVOEDN
diayeipiong, TONITIKEG kal TV GOEIa EvEPYOTTOINONG

AuvarémTa avixveuang kai kabapiapol 6Awv Twv TUTIWY aTTEINWV: Viruses,
malware, trojans, dialers, spyware, jokes, hoaxes, ransomware

ZexwpIOTO pYaAEio avixveuang TEPUATIKWY Kal push eykaTaoTACNG TOU TTapamavw
gviaiou TakéTou

AuvardtnTa autéparng avixveuong & KaBapiopoU Twv TTPoavapePBEVTWY aTTEINY
O€ TTPAYWATIKO XPOVO

Emikoivwvia Tou client pévo pe IP, nAadr va doukéwel ae TrepITTTwaElg Trou dev
utr@pyouv utnpeaieg ovoparodoaiag (DNS servers)

Auvardtnta emoyng avixveuong malware o€ ikTuakég Tomobeaieg, on-demand Kai
O€ TTPAYUATIKO XPOVO

AuTéuaTn QVixveuan Twv TEPUATIKWY TTOU BpiokovTal aTo TOTTIKG diKTUO, KOWA KI
av autd dev avikouv at Active Directory

Mapéxetar Cloud reputation database yia apeadrepn mpooTagia améd vEEG ATTEINEG

Eioaywyn AioTag Twv teppatikwy Tou dikTuou e Tn xprion CSV apyeiou

YmooThpign Texvohoyiwv Advanced heuristics/DNA Signatures/Script based attacks
yia SuvaTéTNTa AViXVEUONGS AYVWOTWY 1WV

H emikovwvia Twv servers kai Twv clients dlacgalileTal péow certificate

Auvarémta yia Intrusion Prevention System

AuvarétnTa evepyotroinang e dikTuo Xwpig auvdean aTo internet (offline
activation)

Auvardnta amoTpots yvwaTtwy exploits

Ta signature files, makéra eykaraaTaang kar omroladnote AAAn uTpeaia
amaiteiTar Pmmopei va diavépetar uEgw TotTikow HTTP proxy cache, pe autéuatn
TrapdKapyn Tou e TepiTwan mou dev eival S1aBEaIog o proxy server

AuvaTdnTa amoTPOTIAG ransomware

MepiAapBavetar éAeyxog Kai €150TT0INGT YO TO AV UTTAPXOUV EVNUEPWTEIS IO TO
Aermoupyiké aloTnua, Kabwg kai n duvardtnrta va S00ei evioAn evnuépwang
AeITOUpYIKOU GUGTAUATOS

Auvardémra rollback Twv detection engines g€ rponyoUuevn kG0N TOU pE
TAUTOXPOVN TTAUOT TWV EVNPEPWOEWY, ETTIAEYOVTAG TO KEVTPIKA f} ameuBeiag amé 1o
client

MapakoAoUBnan 6Awv Twv clients kar Tapaywyr reports kai OTATIOTIKWY G€ TIOMEG
pop@eg (Mpoypaupatiouéva emails, PDF, PS, CSV, Charts)

AuvardTa KateBAOHATOS EVIUEPWOEWY e VEOTEPES engines Trou Bpiokovial o€
doKIuaaTIkG aTddIo, EMIAEyOVTAG TO KEVIPIKA 1) ammeubeiag amd o client

Auvvardtnta eviaiag kapavrivag apxeiwv Tou avixveuBnkav yia 6Ao 1o dikTuo, e
duvardnteg poPoArig clients ava amelAr, eéaywyn kai e¢aipean
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Auvvarotnta va pmopei va yivel éva client update server yia ta udAoimra clients Tou
dIKTUOU

O server dlayeipiong UTTOPEi va yivel EyKaTaaTaon e TIG TTOPAKATW PeBODOUG.
a) Autoparotroinuéva e ™ popen Wizard

B) Xeipokivnta, ekTeEAWVTAG AVEEAPTNTA TA TUAPATA TNG EYKATACTAONG

y) Q¢ mpoeykateaTnuévo Virtual Appliance pe Linux OS

Auvarémta yia SSL/TLS filtering aTa mpwrékoAa HTTPS, IMAPS, POP3S

H eykardiataon Tng faong Sedopévwy S KovaoAag yiveral e éva UTTOAOYIOTH
0TTOUdATIOTE OTO ECWTEPIKG DIKTUO TNG ETaIPIag (O)1 O€ EGTEPIKO OIKTUO TT.X.
Cloud.)

Auvardta pmAokapiopaTog dAwv Twv aeAidwy Tou Internet o€ éva client kabug
kai dlayeipion Twv geNidwy TTou Pmropoulv va gival S1abéaiues aTo XpAaTn avd
KaTnyopia, Tr.X. amoTpoTA emioKewng o€ aeAideg social media, streaming videos.

Mapéxetal pyaleio eAéyxou KatdoTtaong adeiwv Kal apiBuol evepyoTtoIRaewy,
aKOUa KI av auTég £XOUV Yivel EKTOG TNG KeVTPIKAG kovaoAag (stand alone
EYKOTAOTAOEIG)

AuvardtnTa egaywyng Twv pubuicewv evag client e apyeio Kal EI0aywyng Twv
puBpicewv o GAAo client amd 1o idio apxeio.

Mapéxerar n duvarotnra diayeipiong Android kai iOS cuokeuwv Péow Tng idlag
kovooAag (MDM)

Evowyatwpévn epapuoyn mou kataypd@el Tnv KATAGTACT TOU CUGTAUATOS
(e@apuoyEg, processes, services K.a) — KAtoTIv EVIOARG TOTTIKA F) a6 TV Kovaoha
- o¢ Wia xpoviki oTiypR (snapshot) kar amoBnkelel Ta amoteAéopaTa yia oUykpion
TOUG JE TNV KOTAGTAON TOU OUCTAHOTOS OO BIOQOPETIKK XPOVIKH OTIYUA.

Mapéxetal n duvatdtnTa agentless mpoataagiag unxavnudtwy oe TepiBaAlov
VMWare wpic eykar@oTtaon AoyiopikoU antivirus aTo Asitoupyikd gUOTNUO TOU
€IKOVIKOU nXaviuaTog

Mapoxr Bootable Media trou mepiéxel 1o antivirus divwvrag T duvardtra yia
kaBapiopd Tou CUCTAPATOS XWPIG va Xpelaletal va Eekiviael To AeImoupyikd
oloTnua

H eioodog aTnv kovaoAa diaxeipiang pmopei va KAeIdwBei e miaTomoinan dimAou
mrapayovta (2-factor authentication)

Kevrpikn diaxeipion Ghwv Twv clients Twv TeppaTikwy Kai servers

Avvarétnta eaywyng Twv logs kai events ot e§wtepikd aloTnua Syslog/SIEM pe
v uroaThpIEn Tou IBM QRadar

YmoaTpi¢n ToMaTAWY opddwy Kai uTro-ouadwy LE dUVATATNTA EQAPHOYAG
OI0QOPETIKWY TIOMITIKWY yia KABe TepiTTwan

To pevou Tng kovadAag diaxeipiong Kai Tou antivirus yia Ta workstations diatiBetan
Kal aTnv EMnvikn yAwooa

Eykardiotaon & ameykaraataon mg TpoaTaciag YETw KEVIPIKAG KOVOBAAG
(Remote deployment)

Aermoupyia TpoowpIvig amevepyoTroinang moATIkAg avd client

AuvatdtnTa yia ogadeg diaxeipiang e PAan 1616TNTEG UTTOAOYICTWY, TT.X. AUTONATN
opadotoinan umohoyiotwv ue Windows 10

lMooorntec: 100 adeiec via tn N. M. Zmdprnc & 60 ddeiec via tn N. M. MoAdwv.

Xpdvoc TpooTagiac: 2 £1n

2NUEIWaN: o1 UTTOWRQIOI TPOUNBEUTES Yia TUXOV ETTITTAEOV TTANPOQYOPIES - BIEUKPIVITEIS OTTWC ETTIKOIVWVHOOUV IE

10 Tunua MAnpogopiknc A. 27310 — 93216.
1. AIKAIOAOTHTIKA

e YmeuBuvn dnAwon g ap.4 Tou apBpou 8 Tou v. 1599/1986(A/75), 6TTWG EKACTOTE IOXUEI, OE EQAPKOYN
Twv apBpwv 1 kai 3 Tou N. 4250/26-03-2014 ( PEK 74/A/26-03-2014) , aTnv otroia Ba dnAwveTa:

> AmodéxeTal avetmQUAAKTA TOUG OPOUG TNG TTapouoag TTPOOKANONG.

» H mpoogopd ouvtdyxbnke cUUQWva PE TOUuG OPOUC TG Trapoloag TPOCKANONG, Twv OToiwv Ol

TPoo@épovTeS EAaBav TARPN Kal AveTTIQUAAKTN yvwaon.

» Ta gToixeia Tou avagépovtal aTnv TPooeopd eival aAndr kai akpipn.

> Toapaireital amd kGBe diKaiwua amolnuiwong Tou OXETIKA e otroladATToTeE amépacn g AvabéTouoag

Apxn¢ yia avaBoAr A akipwon — pataiwan Tou d1aywVIoHOU.

> ZUMPETEXEI O€ PO JOVO TTPOC(POPA OTO TTAQITIO TOU TTAPOVTOS d1aywVIGHOU.

»  Xpbvog 10X00G TG TTPOoPoPAg ekatdv eikoal 120 nuéPES.

> AeopeveTal va KataBéoel otroIodrTToTe EMITTAEOV OTOIXEIO XPEIOOTEI KATA TO OTABIO TNG A&IOAGYNONG.

2. AHMOZIEYZH - XPONOZ IZXYOZ NMPOZ®OPQON - NAPAAOZH
2eNida 2 amd 3
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[Mpog d1EUKOAUVOT TwV EVOIAPEPOPEVWY, TO TTARPEG Keipevo NG MpoakAnang ExkdrAwang EvdiagépovTog
diatiBetal pdvo ae nAekTpovikr| pop@h amd v iotooeAida Tng Avabétouaag Apxic www.hosplak.gr & aTo

Kevtpikd MnTpwo Anuociwv cuppacewy http://www.promitheus.gov.gr.

H mpoo@opd 1oxUel kal SeTUEVEI TOV TIPOCPEPOVTA YIa XPOVIKG dIAaTnua ekatdy €ikoal (120) nuepwv até
TNV €TTOPEVN TNG NUEPOUNVIOG BIEVEPYEIAS Tou dlaywviopoU. Mpoa@opd Tou opilel XpOvo 10XU0G HIKPOTEPO
TOU QVWTEPW AVAPEPOUEVOU, TTOPPITITETAI WG OTTAPAdEKTN.

H mapddoaon Twv 1dwv Ba eivar epamat katdtiv mapayyehiag eviog déka (10) nuepwv.

KPITHPIO ANAOEZHE: cival n TAéov oup@éPOUTa OTTG OIKOVOUIKR AmTown TTPoa@opd PACE! TNG TIUAG.

KATAGEZH MPOXZ®OPQN - AZIOAOIHZH

O1 mpoagopéc umofdAovral ag kAsiaTé pdkeAo e v évdeién «MMpooopdy e ETAIPEIAS ...................
Me Ap. NMpoopopds 43.1 Yréwn k. Toepmé 21. Tay. AicuBuvon: I'. N. Aakwviac — N. M. 2mdprn¢ T.K: 231
00 2maprn Aakwviag oupgwva e ta opi{oueva atnv mapouoa NpéokAnan, 1o apyorepo uéxpr Tic 30-10-
2020 ka1 wpa 13:00 ot lNpappareia — MowrokoAMo e N. M. 2méprng.

Mpoopopéc mou Ba kararsBouv ekmpdbeoua dev Oa yivouv amodeKTES.

OEXZMIKO MNAAIZIO

ATIO TV Keipevn vouoBeaia Kal TIG KaT €¢oualodoTtnan autig ekdoBeioeg kavoviaTIKEG TTPAEEIS, OTTWG
IoxUouv Kal 18iwg amd : Tou v. 4412/2016 (A" 147) “Anudoies ZuuBdoeic Epywv, MoounBeiwv kai
Ymnpeoiwv (mpooappoyn aric Odnyiec 2014/24/ EE kai 2014/25/EE)»

Tou v. 4605/01-04-2019 (A’52) Tpotrotroinon diaragewy Tou v. 4412/2016.

H AIOIKHTPIA TOY I'. N. AAKQNIAZ
MAMATEQPIIOY K. EYAOZIA
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